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What We Know

* Risks are not static or always quantifiable
» Respecting consent Is fundamental, but not enough
* Privacy Is not absolute, but paramount

» Data security procedures won't be perfect, so they
must be responsive



Need to Accommodate Differences
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Values

Risk tolerance
Privacy perspectives
Cultures
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A Foundation for Cohor
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t Participation
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4 a: L relilance on the character, ability, strength, or truth of
bofhe@ehargeroethutyg imposed in faith or confidence or as a

banmhkeoin @f'someodiaizmeenip plaes

entrusted to one to be used or cared

)

omething committed or
for In the Interest of another

"Trust." Merriam-Webster.com. Merriam-Webster, n.d. Web. 25 Mar. 2018.


https://www.merriam-webster.com/dictionary/noun
https://www.merriam-webster.com/dictionary/care
https://www.merriam-webster.com/dictionary/custody
https://www.merriam-webster.com/dictionary/assured#h1

Building and Sustaining Trust
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Look to Available Frameworks
1. Privacy & Trust Principles, PMI, USA

 Governance Purpose:

C Tcramgpap@mgzyof core values and responsible strategies
or sustajnin trust a m|2|r|1(T:1 the benefits of

- REspecting Parfcipait £f

» Reciprocity
« Data Sharing, Access, and Use
« Data Quality and Integrity
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Look to Available Frameworks
2. Framework for Responsible Sharing, GA4GH

Purpose:

To provide a principled and practical framework for
responsible sharing of genomic and health-related data

Foundational Principles:
Respect Individuals, Families, Communities

Advance Research and Scientific Knowledge
Promote Health, Wellbeing and the Fair Distribution of Benefits
Foster Trust, Integrity and Reciprocity
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Look to Available Frameworks (cont.)

GA4GH Framework Core Elements:

* Transparency

Accountability

« Data Quality & Security

* Privacy, Data Protection & Confidentiality
* Risk-Benefit Analysis

* Recognition & Attribution

Sustainabllity

Education & Training

Accessibility & Dissemination
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Informed Consent Policy Discussions
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PRIVACY and PROGRESS

in Whole Genome Sequencing

Presidential Commission

Jor the Study of Bioethical Issues

October 2012

Rec 3.1: ICPs should enable understanding
of who has access to whole genome
sequence and other data and how they might
be used in the future ... and preferences
should be ascertained at collection.

THE
COMMON RULE

Basic HHS Policy
for the

Additional Layer to Consider: protection of

Human Research

Regulatory Requirements Subjects




Informed Consent Policy Discussions
GA4GH Consent Policy — Basic Principles

Consent Iis an open, communicative and, ideally, continuing relationship.

There Is an intention to share data across clinical/research groups and/or
jurisdictions and national borders with appropriate approvals in place.

Plans for data sharing should be transparent, understandable and
accessible.

Data donors have a riPht to not participate in international data sharing or,
If participating, are able to withdraw, with the understanding that it may not
be possible to retrieve and/or destroy data once shared.

Data users and data producers will abide by applicable requlations and
ethical norms when seeking and conducting international data sharing.

Provides best practices
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Informed Consent Tools

(1) Legacy Consent and International Data Sharir
Data Sharing, and (3) a Generic International Data Shal
P3G-IPAC Generic Consent Clauses for International Genomics Reseat

Source: JLME Vol 43, Issue 4,

pp. 690 - 702

Storage

“Data will be kept for a period of [number of years/identify peri
mittee [or other oversight body] decides otherwise. Should dat

Privacy Safeguards

“Your data will be stored in online secure databases (i.e.,a ser
tional security and safety standards.Your data will be shared ar
the world. In order to keep your information confidential, nurr
In particular:

Personal identifiers will be removed (i.e., name/date of birth);
* Your personal details will be kept separate;

*  Your data will be coded; and

+ Stringent security measures will prevent unauthorized acce

International
Sharing

“Data will be made available to other researchers around the
medical research in universities, hospitals, non-profit groups, c

Informed Consent for Genomics
Research

The Informed Consent Resource
Consent Form Samples

Elements of the Consent Form

Genome Research

Considerations N I H National Human Genome
Research Institute

Glossary

Resources and Educational Tools

https://www.genome.gov/informedconsent/

after approval. All researchers will have to respect the laws and ethical guidelines that apply to biomedi-

cal research.”

Access Governance

“Researchers who wish to access the database will be required to apply to [Name Data Access Of-

fice] who
research |
work on
be notifie

Global Alliance
for Genomics & Health

Withdrawal

Collaborate. Innovate. Accelerate.
You can v

€rs aroun

DATA SHARING LEXICON

Version 1.0, 15 March 2016

Global Alliance for Genomics & Health
Data Sharing Lexicon

https://www.gadgh.org/docs/gadghtoolkit/regulatoryandethics/GA4GH_Data_Sharing_Lexicon_Mar15.pdf




The Privacy Conundrum
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The Privacy Conundrum
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Privacy Policy Discussions

b"h Global Alliance
<2
Y;.."

for Genomics & Health
PRIVACY AND SECURITY POLICY

Version: 26 May 2015

Global Alliance for Genomics and Health:
Privacy and Security Policy

“Privacy is a fundamental value of human societies...Its
protection also promotes other core human values.
However, privacy is not an absolute right. Privacy
protection involves the delicate balance of considerations
at individual, familial, and societal levels...”
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GA4GH Privacy Best Practices H

* Primary Duty of Data * Collection & Sustainability
Privacy Protection e ACCESsS

« Consent « Data Breach

* Ensuring Proportionate « Accountability
Safeguards

* Transparency
« Complaints or Inquiries
* Vulnerable Populations

 Re-identification
« Data Quality

 Data Disclosure &
Publication
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